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10 OpraHU3alyUH U NMPOBE/ICHUIO paboT 1o obecrnedeHuo 6e30IMacHOCTH
NIEPCOHANBHBIX JAHHBIX MPU UX 06paboTKe B MHGOPMALIHOHHBIX CUCTEMAX
MKIIOV «Jerckuii cag Ne 14» r.o.Hanpuux

1. O0wmue nosnokenus

1.1 Haznavenue 10KymeHTa

1.1.1 TlonoxeHne 1o opraHu3au¥¥d ¥ NpPOBEAEHHIO paboOT IO
obecrieyeHHI0 6Ge30IaCHOCTH TepCOHANBHBIX JaHHBIX NpH MX 06paboTke B
MH(QOPMALIMOHHBIX CHCTEMAx NepCOHANBHBIX MaHHEIX (matee — IlonoxxeHue)
OMNpEZIeNIAeT COAep)KaHWE U MOPANOK OCYLIECTBIECHHS MEPOIPUITHH IO 3alluTe
nepcoHanbHbIX JaHHBIX B MKJIOVY «[letckuii cam Ne 14» r.o.Hanpuuk (nanee —
Opranuzanus).

1.1.2 Hacrosmee IlonoxxeHue pa3paGoTaHO B COOTBETCTBHH C
nocraHosieHueM IIpasurensctBa PO ot 01.11.2012 Ne 1119 «O6 yTBepkaeHUM
TpeGOBaHMH K 3alUTe IIePCOHANBHBIX [aHHBIX Npd HUX 06paGoTke B
MHGOPMaLOHHBIX CHCTEMaxX IEepCOHANBHBIX AaHHBX» U «[lonoxxeHneM o6
06paboTKe MepcoHaIbHBIX AAHHBIX.

1.1.3 Iens IlonoxeHus — perynmupoBaHue paGoT II0 3aIIUTe
TNePCOHAIBHBIX JaHHBIX U obecnedyenre GyHKIHOHUPOBAHUS HHOPMALHOHHBIX
CHCTeM IEePCOHANBHBIX NaHHBIX OpraHu3alyy B COOTBETCTBUH C TPEOOBAHUAMU

NEeACTBYIONIETO (eepanbHOro 3aKOHOaTeNbCTBA B 001acT HHGOPMALMOHHOMN
0€e30I1aCHOCTH.

1.2 O6aacTb geficTBHSI JOKYMEHTA

1.2.1 [eiicteue IlonoxeHus pacnpocTpaHseTcs Ha HHQPOPMALMOHHBIE
CHCTEMBI MEPCOHANBHBIX JaHHBIX OpraHu3aliy, B KOTOPBIX OCYINECTBISIETCS
00paboTKa NepCOHANBHBIX NaHHBIX.

122 Bce paborhuku OpraHusauuy, IONyIIeHHBlE K paGoTe ¢
NepCOHANbHBIMKM  JaHHBIMM, B 0043aTeNBHOM IOPSAAKE JOJDKHBI  OBITH
03HAKOMJIEHHI ¢ HacTosIMM [lonoxxeHneM noj moamnmce.

1.3 BeryniieHue B cuJ1y AOKYMEHTA
1.3.1 Hacrosmee IlonoxeHne BCTymaeT B CHIy C MOMEHTa €ro

YTBEPXKIEHHs PYKOBOAUTENEM H AEHCTBYeT G€CCPOYHO O 3aMEHBI €ro HOBBIM
ITonoxxeHuem.



1.3.2 Bee usmenenns B [Tonoxenne BHOCATCS IIPUKA30M PYKOBOJHTENS.

2. Opranusanus u nposeaenue paéor no oGecneden o Ge30nacHoCTH

NEPCOHANLHBIX JAHHBIX NPH UX 00paGoTKe B MHPOPMALMOHHBIX CHCTEMAX
NEPCOHANBHBIX AAHHBIX

2.1 Ilnauuposamme paGor mno obecmeuenuio  Ge30NACHOCTH
NEPCOHANBLHBIX JAHHBIX

2.1.1 B nensx ucnontenus Hactosmero ITonoeHns oTBETCTBEHHI 3a
saumty T1Jl4 W apmvuHuCTpaTOp 6€30MacHOCTH COCTAaBNAET M YTBEPKIAET Yy

pyKoBoauTens mwiaH pabor mo obecreyeHH0 Ge30IACHOCTH MEPCOHATBHBIX
JIaHHBIX, 06pabaTsiBaeMbix B OpraHu3aluiy.

IlpoBomumele B  Opramusauum MeponpusTHs 10  0GECTIEYCHHUIO
0e30macHOCTH NepCoHANBHBIX JAHHBIX YYHTHIBAIOTCS B IUIAHE MEPONPHATHIA 110
3aIIUTe NEPCOHANBHEIX NaHHBIX B OpraHusanyy.

2.2 Buimoanenne pafor mo  ofecmedenuio  6e30macHOCTH
NEPCOHANBLHBIX AAHHBIX

22.1 B uemsx opraHu3alMM U NpOBEAEHHs paboT Mo 0GecIedeHuio
0e30macHOCTH  MepCOHANBHBIX — JaHHBX B OpraHM3alliM  TPUKa30M
PYKOBOJIMTENS HA3HAYAOTCS:

— JIMLO, OTBETCTBEHHOE 3a MPOBEIEHUE MEPONPUATHH MO 00ecTIeueHHIO
0€301macHOCTH NMepPCOHANBHBIX NAHHBIX ¥ NOJUIEPKaHKe HeoOXOMMMOro ypPOBHS
nH)OpPMaIMOHHOM 6e30macHoCTH;

- aMHHMCTPATOp MH(OPMAIMOHHOH 6e30NacHOCTH, OTBETCTBEHHBIH 3a
YCTaHOBKY, HACTPOWKY M OOCIy>XHBaHHME CpEACTB 3alUTHl HH(pOpMauuy,
npuMenseMbIX B Opranuzanuu 1y obecnedeHus: 6e30nacHOCTH MepCOHANBHBIX
JIAaHHBIX, & TAKXKE 332 OPraHU3alMIO U NPOBEJEHNE UHCTPYKTaXXa pabOTHHKOB MO
OCHOBaM MH(OPMalMOHHOK Oe30macHOCTH Npu paboTe ¢ IepCOHAIBHBIMH
IaHHBIMU;

— KOMMCCHS 110 IPOBEJICHUIO KiacCUHKaLMi UHG)OPMALMOHHBIX CHCTEM.

2.2.2 Yxa3aHHble JMIA OTBETCTBEHHBI 3a IPOBEJEHHE CIENYIOLIKX

MEpONpPUATUH 10 obecredeHHIo 6e30MacHOCTH NePCOHANBHBIX NAHHBIX:

— ONIpefieNieHHe ¥ ONMCaHWe UHOOPMALMOHHBIX CHUCTEM IEpPCOHAIBHBIX
JIQHHBIX;

- Kiaccu(uKauuio MHGOPMALMOHHBIX CUCTEM ITePCOHATBHBIX JAHHBIX;

— OmpefieNieHUe aKTyalbHBIX YTpo3 6e30MaCHOCTH MEPCOHANBHBIX JAHHBIX;

- TNPOEKTUPOBAaHME  CHCTEMBI  3AIUUTHl  NEPCOHAIBHBIX  JAHHBIX,
BKJIIOYAIOLIEHl OpraHU3alMOHHbIe, QU3UYECKHe U TEXHMYECKUE MEPHI M CPEJICTBa
3aIKThI;

- 3aKyNKy, YCTAaHOBKY M HACTPOHKY TEXHMYECKHX CpEACTB 3all(UThI
vHpopMaLuy;

— BHEAPEHME OpraHM3allMOHHBIX MEp H pa3pa60T1<y COOTBETCTBYIOIUX
PEriIaMEeHTOB U HOIIO)KCHHﬁ;



— HHCTPYKTaX H 06)"16}{“6 JIML, KOTOpkbIE 6)’,[1)"[‘ HCIIOJNIB30BaTh CPEACTBA
3aNIHTEI an)opmauml.

2.23 HauanbHMKH OTHenoB, B KOTOPEIX MPOMCXOAMT 0OpaboTka
NEPCOHANBHBIX NAHHBIX, ABISIOTCA JHLAMH, OTBETCTBEHHBIMU 3a COOJIOJICHHE

TpedoBanuii Tlonoxenns o6 o6paboTke NMepcOHANBHBIX AAHHBIX M APYIHX
YCTaHOBNeHHbIX B Opranu3auuu TpeGoBaHHuil.

224 Jina obecneyenus 6e30MacHOCTH MEPCOHATBHBIX NAHHBIX B
Opranusaumy MpUMEHSIOTCS CleyIONue Mephl 6e30NacHOCTH:
— OpraHU3alMOHHbIE Mephl 6e30MacHOCTH:

o MHCTPYKTaX  pabOTHHKOB MO  mpaBwiaM  obecredeHus
Oe3onacHocTH 06pabaThiBaeMbIX NIEPCOHANBHBIX IAHHBIX;
* YYeT ¥ XpaHEHHEe CheMHBIX HOCHTesIel HHpOopMalHH 1 MOPAJIOK HX
oOpalenus, HCKIIOYAIOLIKe XUIIEHUE, IOIMEHY H YHHYTOXKEHHE;

¢ MOHHMTODHHT M PEardpoBaHWe Ha WHLMAEHTHl WH(MOPMALHOHHOH
0e30macHOCTH, CBSI3aHHEBIE C NEPCOHANLHBIME JAHHBIMHA, BKIIOYAs MPOBECHHE
BHYTPEHHUX NIPOBEPOK, Pa30UpaTeNbCTB U COCTaBICHUE 3aKIIOYEHHIH;

o TOCTOSHHBIi KOHTpONb 3a coOnrofeHHeM TpeGOBaHMH IO
obecreyeHnio 0e30MaCHOCTH NEPCOHANBHBIX NAHHBIX (peanu3yercs MyTeM
BHYTPEHHUX ay[UTOB);

- Mepbl hu3ruecKkoit Ge3omacHoCTH:

e OrpaHMYEHHE [OCTyma IONb30BaTeNed B IOMEIIEHHS, TIAe
pa3MeIeHbl TEXHUYECKHE CPEeJICTBA, MO3BOJSIOLINE OCYIIECTBIATh 00paboTKy
TNePCOHANBHBIX JIAHHBIX, @ TAaKXKe XpaHsTcs HocuTenu uHdopmanuu. IIprkasom
PYKOBOJIWTENS YCTAHABIMBAETCA KOHTPOJMpYeMas 30Ha, BBOJATCSA B NEHCTBHE
Crnucox MoOMeIleHu ¢ OrpaHHyYeHHBIM HOCTynoM U CHMCOK JIML, MMEIOIIHX
TpaBo nocewmars noMemeHust OpraHu3alyy ¢ OrpaHUYeHHBIM JocTynoM. Jluna,
He yka3aHHele B Crnmcke, B TOM 4Hclie oOecleuMBalOlIMe TEXHHYECKOE H
OpiToBOE OOCHyXuBaHUME (YOOpKY, PEeMOHT OOOpYAOBaHHS M TEXHHYECKHX
CpeiCTB), TNpU HANUYMM HEOOXOAUMOCTH MOTYT IIOCEIaTh IMOMEIIEHHS C
OTrpaHUYEHHBIM JIOCTYIIOM B CONPOBOXKAEHUH OTBETCTBEHHBIX JIHILL;

o pa3MelleHHe TEXHUYECKHMX CPEACTB, HO3BOJIIONIUX OCYLIECTBIATH

06paboTKy NepcOHANBHBIX HaHHBIX, B IIPE/eaX OXpaHAeMOH TeppPHTOPHH;
o oOpraHuzanys (GU3NUECKOH 3aIMTHl MOMELIEHMH M COOCTBEHHO

TEXHHUYECKHUX CpeacTs, TTO3BOJISTFOIIIUX OCYIIECTBIIATD 06p3.60TKy
IIEPCOHAIBHBIX NaHHBIX;]

— TeXHWYecKue Mephl 6e301acHOCTH:

e pasrpaHUyYeHHe JOCTyNa MOJb30BaTeNedl M 00CITy)XMBaIOLIEro
nepcoHana K HH(OPMALMOHHBIM pecypcaM, NPOrPaMMHBIM CpPEACTBAM
06paGoTKu (Tepeaadn) U 3alUThl HHpOpMALKH;

e perucrpauys JeHCTBMH Tonb3oBaTeNell M 0OCTyXMBaIOIEro

nepcoHana,  KOHTPOIb  HOCTyNma W JNCHCTBHM  IIOJb30BaTeNel,
00CITy)KUBAIOLIEro NEpcoHaa ¥ MOCTOPOHHMX JIHIL;

o pe3epBUPOBAHHE TEXHUYECKUX CPEJICTB, MyONMPOBAHHE MACCHBOB U
HocuTenelt nHhopManuy;

e HCIIOJIb30BaHUE 3AIUINCHHLIX KaHAJIOB CBA3H,



NIPCAOTBpALEHHe BHEAPEHUS B HMH(OPMALUOHHBIE CHCTEMBI
BPCIOHOCHRIX MpOrpamMM (Iporpamm-BUpYyCOB) U MPOrPAMMHBIX 3aKJIaI0K.
2.2.5  PeMOHTHO-BOCCTAHOBHTENbHEIE PaGOTHl TEXHHUECKHX CPE/ICTB
obpaboTkn wmHpOpMALMM NpOBOKATCA amMUHHCTpaTOpOM GesomacHocTH. B
Ciy4ae HEOOXOIMMOCTH PEMOHT TeXHHYECKUX CPEJICTB MOXKET GbITh POBEJIEH C

[IpUBJICYEHUEM CTOPOHHMX  CIELHUAJIUCTOB Ha IIOI"OBOpHOﬁ OCHOBE C
COCTABJICHHEM aKTOB BBINOJHEHHBIX pa60T.

2.3 Kourpoan Buinoamnenus pador no ofecneyennio 6e30nacuocTH
NePCOHANbHBIX JAHHBIX
2.3.1 Kontpons BbimonHenus pa6or mo ofecredeHnto 6e301acHOCTH
TNePCOHANBHBIX AaHHbIX B Opranuzauuu (nanee — KOHTpons) oCyIIECTBIAETCA
MyTeM NpPOBEJCHUS NEPUONUYECKMX KOHTPOJIBHBIX MepOnpHATHH (B pamkax
BHYTPEHHUX ayNWTOB) ¥ BHYTPEHHHUX NpPOBEPOK MO (haKTaM IPOM30LICIIIMX
MHLUJEHTOB MHDOPMALMOHHOU OE30MaCHOCTH.
2.3.2 B pamkax npoBejieHus: KOHTPOJIBHBIX MEPONPHUATHN BBINOIHAIOTCA:
— TpOBEpPKAa HANMYMA M AaKTyaNbHOCTH IUIAHOB, PErUCTPALMOHHBIX
)KYypHAJIOB, aKTOB, JIOTOBOPOB, OTYETOB, MPOTOKOJOB M APYrdX CBHUJETEIBCTB
BBINIOJIHEHUS. MEPONpPHATHH NO obecreyeHH0 0e30macHOCTH MEPCOHAIBHBIX
JAHHBIX 32 UCTEKUIUH NEPUOS;

~  IpoBepKa OCBEIOMJIEHHOCTH ¥ COGIIO/IEHHs IEPCOHANOM TPeOOBaHHH
K obecrnieueHuIo 6€30MacHOCTH NePCOHANBHBIX NaHHBIX;

— T[poBepKka COOTBETCTBMS IEpEeYHs JMIL, KOTOPHIM MpeOCTaBJICH
JIOCTYTI K IIePCOHANBHBIM JAHHBIM, (PaKTHIECKOMY COCTOSHUIO;

— MpoBepKa HAIMYUS U UCTIPABHOCTH (PYHKIMOHUPOBAHMS TEXHUIECKUX
CPEJICTB 3alUTHI HHPOPMALKH, HCTIONB3YEMBIX IS obecriedenys 6e30acHOCTH
TepPCOHATBHBIX JAHHBIX, B COOTBETCTBHH C TPeOOBAHHMAMY SKCIUTYaTALOHHON 1
TEXHUYECKOH JJOKYMEHTALMH;

— HHCTpPYMEHTaJbHas MpOBepKa COOTBETCTBHMSA HACTPOEK TEXHHYECKUX
CpelCTB 3ammThl MHbOpMAUUK TpeGoBaHMAM K obecreyeHuIo 6e30macHoCTH
TepCOHANIBHBIX JaHHBIX (TIpH HEOOXOMMMOCTH);

— IpoBepKa COOTBETCTBHMS Mojenedl yrpos s HH(OPMALMOHHBIX
CHCTEM MEPCOHAIBHBIX JAHHBIX YCNOBHAM (YHKUMOHHDOBaHMS HAHHBIX

CHCTEM;

— [poBepKa  COOTBETCTBHMS  OPraHM3aLMOHHO-PACTIOPSAUTENLHOMU
JOKYyMEHTaUM| 10 OfecreyeHnio 0e30MacHOCTH NEpPCOHANbHBIM JaHHBIX
feiicTBylolUM ~ TpeOOBaHMAM  3akoHojaTenbcTBa PO,  pyKoBoAsmmX
noxymentoB ®CB Poccuu, PCTIK Poccuu.

2.3.3  Bce cobpanHble B X0/€ NPOBEAECHHs KOHTPOJIBHBIX MEPONPHATHI
CBUJIETENECTBA U CAENAHHBIE N0 WX Pe3y/lbTaTaM 3aKIIOYeHHs JODKHBI OBITH
3a()UKCHPOBAHBI JIOKYMEHTAJIBHO.

2.3.4 KOHTpOJIbHBIE MEPONpHATHS MPOBOAATCS KAaK IEPHOAMYECKH B
COOTBETCTBMH C ILUIAHOM W TpPOrpaMMOil ayfuTa, TaK M BHEIUIAHOBO IIO



PCLICHUIO  PYKOBOAMUTENS MW B Cllyya€ BO3HHUKHOBEHHMS HMHLHMIAEHTOB
uﬂ(bopmaunomoﬁ 0e3omacHoCTH.

23.5 BuyTpenuue nposepky B Opranusauui B 06s13aTeNbHOM TOpsJIKe
TIPOBOZIATCA B Clly4ae BBIABNEHHUS CleAYIOMHX (PaKTOB:

— HapymeHue KOH¢)M}I€HHH2UIBHOCTH, EJIOCTHOCTH, AOCTYIIHOCTH
NEPCOHAIBHLIX AAHHBIX;

~ XQaTHOCTh M HecoOmopeHue TpeGoBaHHH K  obecreyeHMIo
0e30MaCHOCTH NePCOHANBHEIX JAHHBIX;
~ HeCOONIO/IeHHE YCIIOBHiA XpaHeHUs HOCUTeNeil IepCOHATBHBIX aHHbIX;
— WCMONB30BAHWE CPEACTB 3allMThl WH(POPMAUMH, KOTOpBIE MOTYT
TNPHBECTH K HapyLIeHUIO 3aJJaHHOTO YPOBHA Ge30macHOCTH
(KOHMAEHIMANEHOCTS/LLENOCTHOCTE/ HOCTYITHOCTS) NIEPCOHANBHBIX JaHHBIX HITH
APYIHM HapylUeHUSIM, NPHUBOJALIMM K CHIDKEHHUIO YPOBHS 3allMIIEHHOCTH
NePCOHANBHBIX JAHHBIX.
236 3amayaMu BHyTpeHHEii POBEPKH SIBISIOTCS:
— YCTaHOBIIEHHE OOCTOATENBCTB HApYIIEHNs, B TOM YHCIIe BPEMEHH, MECTa
¥ C1Ioco6a ero CoBepILeHHUS;
— YCTaHOBJIEHME JIMLI, HEMOCPEACTBEHHO BUHOBHEIX B JAHHOM HapyIICHHH;
— BBISBJICHUE NIPUYUH U YCIIOBU, CIIOCOOCTBOBABIIMX HAPYLICHHUIO.

2.4 CoBepuieHCTBOBAHME CHCTEMbl 3aIUMTHI  NEePCOHAJBLHBIX
JAHHBIX
2.4.1 ExerofHO OTBETCTBEHHBIH 3a 3ALIUTY IEPCOHANBHBIX MaHHBIX
NpEeNOCTaBIseT PYKOBOAUTENIO OTYET O MPOJENAHHBIX MEPONPHUATUAX II0
BBITNOJTHEHUIO IUIaHa paboT mo obecrnedeHUro 0e30MacHOCTH INEPCOHAIBHBIX
JaHHBIX BMECTE C NEPEYHEM INPEUIONKEHUI 110 COBEPILIEHCTBOBAHUIO CHCTEMBI
3aIMTH! IEPCOHANBHEIX JAHHBIX.

2.4.2 HeobxomumocTb peanu3anuu MEpOIPUATHH 1o
COBEPIUEHCTBOBAHMIO CHCTEMBI 3alMTHl MEPCOHAIBHBIX JAHHBIX MOXET OBITh
o0ycrnoBneHa:

— PpesyJibTaTaMu IPOBENEHHBIX ayIMTOB U KOHTPOJIbHBIX MEPONPHSITHIA;

- W3MEHEHUS MM  (elepanbHOr0  3aKOHOJATENbCTBA B 00JACTH
NIEPCOHANBHBIX JAaHHBIX;

— WU3MEHEHHSIMHM CTPYKTYphl IPOLECCOB 0OpabOTKH  IepCOHATBHBIX
JIaHHBIX B IEHCUOHHOM (oHJIE;

— pe3yipTaTaMy aHalK¥3a MHIMAEHTOB HHQOPMALMOHHOMN 6e30MacHOCTH;

— pe3ynbTaTaMi MEPONpHATHH MO KOHTPOJIIO M HAn3opy 3a o6paGoTkoit
NePCOHABHEIX JAHHBIX, IPOBOAMMEIX YIIOMIHOMOYEHHBIM OpPraHoOM;

— Jkanob U 3ampocoB CyOBEKTOB NEPCOHANIBHBIX JaHHBIX.

2.43 Ha oCHOBaHMM pELIEHHMs, NPUHATOTO PYKOBOJHUTEIEM TIO
pesyJbTaTaM pAacCMOTPEHHMs €XEroJHOro OT4eTa U MpeNIOKEeHHH Io
COBEPLICHCTBOBAHMIO ~ CHCTEMbl  3alMThl  TEPCOHANBHBIX  JAHHBIX,
OTBETCTBEHHBIH 32 3alUTY NEPCOHANBHBIX JaHHBIX COCTABISET IUIaH paGoT mo
obecreyenrio 6e30MaCHOCTH MEPCOHANBHBIX [JAHHBIX, O0OpaGaThHIBAeMBIX B
Opranusanuu, Ha CleyIolui rog.
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